High Available RKE2 Kubernetes Cluster icin OpenStack
Altyapisinda Network ve Sanal Makine Yapilandiriimasi

OpenStack Uzerinde kuracagimiz Kubernetes Cluster'i i¢in kullanacagimiz yapi1 3 Master, 3
Worker ve Master HA yapisini uygulayacagimiz Bastion LoadBalancer VM'lerinden
olusmaktadir.

Bu kisimda ilk 6nemli olan yer Network yapilandiriimasidir. Bu noktada kullanacagimiz
Kubernetes Cluster Dagiticisi olan RKE2'dir. Network tarafinda yapacagimiz islemler dncesi
RKE2 dokumantasyonu Uzerinden ag yapilandiriimasina dair gereksinim su sekilde belirtilmigtir:



Inbound Network Rules

Port Protocol Source Destination Description
6443 TCP All RKEZ nodes RKEZ server nodes  Kubernetes API
2345 TCP All RKE2 nodes RKEZ2 server nodes RKEZ2 supervisor API
10250 TCP All RKEZ nodes All RKEZ nodes kubelet metrics
2379 TCP RKEZ2 server nodes  RKEZserver nodes  etcd client port
2380 TCP RKEZ2 server nodes  RKEZserver nodes  etcd peer port
2381 TCP RKEZ2 server nodes  RKEZserver nodes  etcd metrics port
30000-32767  TCP All RKEZ nodes All RKE2 nodes MNodePort port range

CNI Specific Inbound Network Rules
Canal Cilium Calico Flannel
Port Protocol Source Destination Description
8472 UDP AllRKEZ nodes  AlIRKEZnodes  Canal CNIwith VXLAN
2099 TCP AllRKEZ2 nodes  AlIIRKEZ nodes  Canal CNI health checks
51820 UDP AllRKEZ nodes  AlIRKEZ nedes  Canal CNIwith WireGuard IPv4
51821 UDP AllRKEZ nodes  AlIRKEZ2 nodes  Canal CNI with WireGuard IPvé/dual-stack

Container Network Interface (CNI) kisminda birden fazla segenegimiz vardir. Bu rehberde
Canal olarak devam edecegiz. Bir sonraki kisimda OpenStack Uzerinden cluster network
ayarlanmasi Uzerinden devam edebiliriz.

OpenStack uzerinden Network Yapilandiriimasi

Yapilandirmanin tamami araylz uzerinden yapilmistir agsagidaki sekilde kendi yapi ve
mimarinize uygun sekilde isimlendirmede degisiklilige gidebilirsiniz. ilk dnce Create Network



kismindan 6rnek datacenter tUzerine kurulu olacak kubernetes clusteri ifade etmek igin dcO1
olarak gidilmigtir. Network ismi yerinde dc01-private-net yazarak devam edebiliriz.

Create Network X

Subnet Subnet Details

Metwork Mame

Create a new network. In addition, a subnet associated
dcO01-private-net with the network can be created in the following steps of

this wizard.
Enable Admin State @

[ shared
Create Subnet

Availability Zone Hints @

MTU @

CAMNCEL « BACK MEXT »

Olusturulacak node'larin paylasacagi ip subnet igin private-subnet diyerek devam edebiliriz.
Yapilandiracagimiz kubernetes cluster yapisinda /24 olarak kullanacagdiz. Biz 10.20.0.0/24
olarak devam edebiliriz. Gateway IP kismini bos olarak gegebilirsiniz default olarak ip'yi altyapi
otomatik olarak tahsis edecektir.

Kubernetes service cidr ve pod cidr ile gakismamasina dikkat ediniz.



Create Network

Metwark Subnet Subnet Details

Subnet Name
Creates a subnet associated with the network. You need

private-subnet to enter a valid "Network Address” and "Gateway IP". If
you did not enter the "Gateway IP", the first value of a

Network Address @ network will be assigned by default. If you do not want

10.20.0.0/24 gateway please check the "Disable Gateway" checkbox.

Advanced configuration is available by clicking on the

IP Version “Subnet Details” tab.

IPV4 .

Gateway IF @

10.20.0.1

[ Disable Gateway

CAMCEL = BACK MEXT »

Burada sahip oldugumuz altyapidan 6turtd DHCP agik olarakta devam edebilirsiniz. Ama
Kubernetes fixed ip'ler onerildigi ve ip degisikliliginde yasanacak platform dengesizlik problemi
icin DHCP'yi deaktif yapabilirsiniz.

Bu dokimantasyonda DHCP aktif olarak devam edecegiz.



Create Network

Metwark Subnet Subnet Details

] Enable DHCP
Specify additional attributes for the subnet.

Allocation Pools @

p
DMS Name Servers @

p
Host Routes

P

CAMCEL « BACK CREATE

Router'in Olusturulmasi

Kubernetes RKE2 kurulumu gergeklestirebilmek i¢in bazi paketlerin guncelligi ve argimanlara
g6re dinamik indirip ona gore paketlerin gekilebilmesi igin cluster'imizin internete erigimi
gerekmektedir bunun igin bir router tanimlamasi yapalim. isimlendirme olarak dc01-router
olarak devam edebiliriz.



Create Router

Router Name
dc0T-router Description:

) Creates a router with specified parameters.
Enable Admin State @ P P

Enable SNAT will only have an effect if an external
External Metwork
network is set.

EXT_NET -

Enable SNAT

Availability Zone Hints @

CAMCEL CREATE ROUTER

Subnet kisminda dnceki baslikta olusturdugumuz subnet'i segerek opsiyonel olarak ip'sini
verebiliriz.



Add Interface

Sulmet*
DCO1-PRIVATE-NET: 10.20.0.0/24 (PRIV... ~ DESCFIDTIOHZ

) . You can connect a specified subnet to the router.
IP Address (optional) @

If you don't specify an IP address here, the gateway's

10.20.0.1

IP address of the selected subnet will be used as the

IP address of the newly created interface of the router.
If the gateway's IP address is in use, you must use a
different address which belongs to the selected

subnet.

CAMNCEL SUBMIT

Security Group ile Cluster Internal Konfigurasyonu

Bu kisimda iki farkli security group tanimlamasi ile devam edecegiz bunlardan ilki RKE2
cluster'imizin master ve worker node'lar Uzerindeki RKE2 Gereksinimleri kismindan istenilen
port ve protokollere izin vererek devam edecegiz. ilk 6nce node-to-node yapisinin anlasilabilir
olmasi i¢in dc01-internal-sec yazarak Security Group islemine baslayalim.




Create Security Group

Name ’
dc01-interak-sed| Description:
Deseription Security groups are sets of IP filter rules that are applied

to network interfaces of a VM. After the security group is

created, you can add rules to the security group.

CREATE SECURITY GROUP

ilk 6nce olusturacagimiz LoadBalancer tarafindan master ve worker node'lara baglanabilmek
icin 10.20.0.0/24 altindan SSH kurali ekleyerek devam edelim.



Add Rule

.
Rule

SSH

Description @

internal-ssh

Remote @

CIDR

CIDR™ @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

Node'lar arasindaki baglantinin test edilmesi ve bazi noktalardaki network debug iglemi igin
ping kullanilabilir bundan dolayi ICMP kurali ekleyerek 10.20.0.0/24 cidr kismini segelim.




Add Rule

-
Rule

ALL ICMP

Description @

Direction

INGRESS

Remote @

CIDR

#
CIDR @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

Cluster kurulumu sonrasi kullanacagimiz ingress-nginx node'larda hostPort olarak 80 portunu
HTTP icin agmaktadir bunun igin HTTP kuralini da ekleyelim.




Add Rule

Rule ”
HTTP - Description:

- Rules define which traffic is allowed to instances
Description @
assigned to the security group. A security group rule

................ consists of three main parts:

Rule: You can specify the desired rule template or use

Remate @ custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.
CIDR -
Open Port/Port Range: For TCP and UDP rules you may
CIDR” @ choose to open either a single port or a range of ports.
10.20.0.0/24 Selecting the "Port Range” option will provide you with

space to provide both the starting and ending ports for

the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

Ingress-nginx ayrica HTTPS igin 443 portunu da agmaktadir bunun igin kural kismindan HTTPS
secgerek private subnetimizi de ekleyerek devam edelim.



Add Rule X

Hule'
HTTPS - Description:

L Rules define which traffic is allowed to instances
Description @
assigned to the security group. A security group rule

................ consists of three main parts:

Rule: You can specify the desired rule template or use

Remote @ custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.
CIDR -
Open Port/Port Range: For TCP and UDP rules you may
CIDR' 7] choose to open either a single port or a range of ports.
1[]_2[]_0_&#24' Selecting the "Port Range” option will provide you with

space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

RKE2 cluster yapimizin saglikli galisabilmesi i¢in eted bileseninin iletigsimini saglamamiz
gerekiyor:

Client Port (2379): Kubernetes API Server'in veri tabanina (etcd) yazabilmesi ve sorgu
atabilmesi icin bu yolu a¢ik tutuyoruz.

Peer Port (2380): Birden fazla server (master) node kullandigimizda, node’'larin
birbirlerinden haberdar olmasi ve veriyi kendi aralarinda esitlemesi (High Availability)
icin bu portu kullaniyoruz.

Health Metrics (2381): Sistemimizin durumunu izlemek ve metrikleri toplamak igin bu
port iizerinden haberlesiyoruz.



Add Rule

F'.uleq
CUSTOM TCP RULE - Description:

L Rules define which traffic is allowed to instances
Description @

assigned to the security group. A security group rule

eted-ports consists of three main parts:
< Rule: You can specify the desired rule template or use
Direction custom rules, the options are Custom TCP Rule, Custom
UDF Rule, or Custom ICMP Rule.
INGRESS -
Open Port/Port Range: For TCP and UDF rules you may
L
Open Port choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
PORT RANGE - ‘ ~ proneey
space to provide both the starting and ending ports for
Erom Port” @ the range. For ICMP rules you instead specify an ICMP
type and code in the spaces provided.
2379
Remote: You must specify the source of the traffic to be
To Port. @ allowed via this rule. ¥You may do so either in the form of
an |P address block (CIDR) or via a source group
2381 (Security Group). Selecting a security group as the
R source will allow any other instance in that security
Remote @ . N
group access to any other instance via this rule.
CIDR v
CIDR @
10.20.0.0/24|

CANCEL ADD

OpenStack Uzerinde 6443 TCP portunu, Kubernetes'in ana yonetim merkezi olan APl Server'a
erisim saglamak igin agiyoruz. Bu sayede hem kubectl komutlarimizla cluster'i disaridan
yonetebiliyor hem de worker node'larimizin master node'lar ile iletisim kurup cluster'a dahil
olmasini sagliyoruz.



Add Rule

.
Rule

CUSTOM TCP RULE

Description @

Direction

INGRESS

*
Open Port

PORT

F‘ortq a

6443

Remote @

CIDR

CIDR @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custorn TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. ¥You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

OpenStack Uzerinde 9345 TCP portunu, RKE2'ye 6zel Supervisor API servisi igin agiyoruz; bu
port sayesinde yeni eklenen node'larin cluster'a guvenli bir sekilde kayit olmasini (registration)
sagliyor ve node'lar arasindaki TLS sertifikalarinin dagitimi ile gincellenmesini yonetiyoruz.



Add Rule

.
Rule

CUSTOM TCP RULE

Description @

Direction

INGRESS

*
Open Port

PORT

F‘ortq a

9345

Remote @

CIDR

CIDR @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custorn TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. ¥You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

OpenStack Uzerinde 10250 TCP portunu, her node lzerinde galisan Kubelet servisinin guvenli
iletisimi igin agiyoruz; bu sayede master node Uzerindeki APl Server'in worker node'lara
baglanarak pod loglarini gekmesini, komut ¢aligstirmasini ( kubectl exec ) ve node Uzerindeki
kaynaklari yonetmesini sagliyoruz.



Add Rule

F'.ule‘
CUSTOM TCP RULE - Description:

. Rules define which traffic is allowed to instances
Description @

assigned to the security group. A security group rule

kubelet-port consists of three main parts:
“ Rule: You can specify the desired rule template or use
Direction custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.
INGRESS -
Open Port/Port Range: For TCP and UDP rules you may
L
Open Port choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
PORT - b ; provieEy
space to provide both the starting and ending ports for
* the range. For ICMP rules you instead specify an ICMP
Fort @ g s pectly
type and code in the spaces provided.
10250
Remote: You must specify the source of the traffic to be
Remate @ allowed via this rule. ¥You may do so either in the form of
an |P address block (CIDR) or via a source group
CIDR - (Security Group). Selecting a security group as the
N source will allow any other instance in that security
CIDR @ . . .
group access to any other instance via this rule.
10.20.0.0/24

CANCEL ADD

OpenStack Uzerinde 30000-32767 TCP/UDP port araligini NodePort servisleri igin agiyoruz; bu
sayede Kubernetes tzerinde kogan uygulamalarimizi disg diinyaya acgabiliyor ve gelen trafigin
herhangi bir node Uzerinden dogrudan ilgili pod’lara yonlendiriimesini saglyoruz.



Add Rule

.
Rule

CUSTOM TCP RULE

Description @

node-port-range

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use

Direction custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.
INGRESS
Open Port/Port Range: For TCP and UDP rules you may
L
Open Port choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
PORT RANGE ¢ ~ preveEy
space to provide both the starting and ending ports for
From Port- @ the range. For ICMP rules you instead specify an ICMP
type and code in the spaces provided.
30000
Remote: You must specify the source of the traffic to be
To Port. @ allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
32767 . . _
(Security Group). Selecting a security group as the
. source will allow any other instance in that security
Remote @ . o
group access to any other instance via this rule.
CIDR
CIDR” @
10.20.0.0/24

CANCEL ADD

OpenStack uzerinde 8472 UDP portunu, Kubernetes ag trafigini yoneten Canal CNI eklentisinin
VXLAN katmani i¢in aglyoruz; bu sayede farkli node'lar Uzerinde galisan pod'larin birbirleriyle
sanki ayni fiziksel agdaymis gibi guvenli bir tinel Gzerinden haberlesmesini sagliyoruz.



Add Rule

.
Rule

CUSTOM UDP RULE

Description @

canal-cni with vxlan

Direction

INGRESS

*
Open Port

PORT

F‘ortq a

8472

Remote @

CIDR

CIDR” @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

OpenStack uzerinde 9099 TCP portunu, RKEZ2 igerisinde ag trafigini yoneten Canal (Calico +
Flannel) bileseninin saglik kontrollerini (health checks) yapabilmesi i¢in agiyoruz; bu sayede
sistemin her bir node Uzerindeki ag surucuisunun dizgun galisip galismadigini denetlemesine
ve olasi ag hatalarini raporlamasina olanak taniyoruz.



Add Rule

.
Rule

CUSTOM TCP RULE

Description @

Direction

INGRESS

*
Open Port

PORT

F‘ortq a

9099

Remote @

CIDR

CIDR” @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

OpenStack Uzerinde 51820 UDP portunu, RKEZ2 igerisinde ag trafigini sifrelemek igin kullanilan
WireGuard protokolu igin agiyoruz; bu sayede node'lar arasindaki tim pod trafiginin (CNI
seviyesinde) yuksek performansli ve guvenli bir tinel Gzerinden sifrelenmis olarak iletiimesini
sagliyoruz.



Add Rule

.
Rule

CUSTOM UDP RULE

Description @

Direction

INGRESS

*
Open Port

PORT

F‘ortq a

51820

Remote @

CIDR

CIDR” @

10.20.0.0/24|

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

OpenStack Uzerinde 51821 UDP portunu, RKE2'de WireGuard protokolu ile ag sifrelemesi
(IPv6 destegi dahil) yaparken kullanilan ikinci veri tuneli igin agiyoruz; bu sayede node'lar
arasindaki guvenli haberlesmenin kesintisiz devam etmesini ve sifrelenmis trafigin alternatif

yollar Gzerinden de akabilmesini sagliyoruz.




Add Rule

.
Rule

CUSTOM UDP RULE

Description @

Direction

INGRESS

*
Open Port

PORT

F'ortq a

51821

Remote @

CIDR

CIDR” @

10.20.0.0/24

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

Security Group ile LoadBalancer Konfigurasyonu

Disardan clusterimize bir gegis kapisi ve HA fonksiyonalitesini saglayabilmek i¢in asagidaki
sekilde security group yapilandirilmasina ihtiyacimiz vardir. dc01-sec diyerek security group

olusturmaya basglayabiliriz.




Create Security Group

Name
dc01-sed Description:
Deseription Security groups are sets of IP filter rules that are applied

to network interfaces of a VM. After the security group is

created, you can add rules to the security group.

CREATE SECURITY GROUP

Guvenli olabilmesi adina https://icanhazip.com/ adresinden public ip adresimizi kontrol edip
ICMP paketlerine olan izni acgabiliriz. public ip miz ve 32 subnet mask vererek devam edelim.



https://icanhazip.com/

Add Rule

*
Rule

ALL ICMP

Description @

Direction

INGRESS

Remote @

CIDR

E]
CIDR @

193.140.85.182/32

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDF rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

Kendi public ip miz ile loadbalancer sanal makinemize erismek i¢in SSH iznini de tanimlayalim.




Add Rule

.
Rule

SSH

Description @

remote-connect

Remote @

CIDR

CIDR @

193.140.85.182/32

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDF rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

CANCEL ADD

HTTP yonlendiriimesi bizim web Uzerinden kubernetes cluster'a yaptigimiz deploy'lari
inceleyebilmek ve kullanabilmek adina énemlidir. Bunun igin sirasiyla HTTP ve HTTPS
kurallarini kendi public ip mizi belirterek ekleyelim.




Add Rule

*
Rule

HTTP

Description @

Remote @

CIDR

CIDR‘l 9

193.140.85.182/32

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDF rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.




Add Rule

*
Rule

HTTPS

Description @

nginx-access

Remote @

CIDR

-
CIDR @

193.140.85.182/32

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule

consists of three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDF rules you may
choose to open either a single port or a range of ports.
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for
the range. For ICMP rules you instead specify an ICMP

type and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the
source will allow any other instance in that security

group access to any other instance via this rule.

ileride Cluster yénetim icin bir Lens veya Portainer gibi bir tool kullanacaksak onun iginde

kubernetes api portuna da izin verelim.




Add Rule

Hule‘
CUSTOM TCP RULE - DESCFipTiOﬂ:

. Rules define which traffic is allowed to instances
Description @

assigned to the security group. A security group rule

-------------------- consists of three main parts:

# Rule: You can specify the desired rule template or use
Direction custom rules, the options are Custom TCP Rule, Custom
UDF Rule, or Customn ICMP Rule.
INGRESS v
Open Port/Port Range: For TCP and UDP rules you may
L
Open Port choose to open either a single port or a range of ports.
Selecting the "Port Range® option will provide you with
PORT - d ~ proviaey
space to provide both the starting and ending ports for
* the range. For ICMP rules you instead specify an ICMP
Port @ g y pectly
type and code in the spaces provided.
6443
Remote: You must specify the source of the traffic to be
Remate @ allowed via this rule. ¥You may do so either in the form of
an |P address block (CIDR) or via a source group
CIDR - (Security Group). Selecting a security group as the
N source will allow any other instance in that security
CIDR @

group access to any other instance via this rule.

193.140.85.182

CANCEL ADD

LoadBalancer Sanal Makinesinin Olusturulmasi

LoadBalancer sanal makinesini olusturma asamasina adini kullanacagimiz kubernetes
node'lariyla baglantili oldugunu belirtmek adin dcO1-bastion-Ib diyerek kuruluma devam
edebiliriz.



Launch Instance X

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and o

Details ) o ; )
. the instance count. Increase the Count to create multiple instances with the same settings.
" Project Mame Total Instances
Source
(30 Max)

alperen_egitim

L]
Flavor N \
Instance Name 27%

Networks dc01-bastion-lb
B 7 Current Usage
Description
Netwark Ports B1 Added
22 Remaining

Security Groups
y P Availability Zone

_ AZ1 v
Key Pair
Count
Configuration 3

Server Groups
Scheduler Hints

Metadata

» CAMCEL € BACK MNEXT = © LAUNCH INSTANCE

Image sec¢iminde ise Ubuntu 22-04 Gzerinden ilerleyecegiz. Hem load balancer hem de
kubernetes node'lari bu sekilde olusturulacak.



Launch Instance X

Details

Instance source is the template used to create an instance. You can use an image, a snapshot of an o

instance (image snapshot), a volume or a volume snapshot (if enabled). You can also choose to use

persistent storage by creating a new volume.

Select Boot Source

Create Mew Volume

Flavor ' |mage M YES NO
Networks ~ Allocated
Displaying 1 item
Network Forts
Name Updated Size Format Visibility
Security Groups > ULAKBIM-Ubuntu-22.04-jammy 8/7/256:46 AM  64593MB  QCOWZ  Public ¥
Displaying 1 it
Key Pair isplaying 1 item
o .
Configuration Available Select one
a ®
Server Groups ubuntu
Displaying 3 items
Scheduler Hints
Name Updated Size Format Visibility
Metadata > ULAKBIM-Ubuntu-18.04-bionic ~ 8/7/25 6:45 AM  386.88 MB  QCOWZ2  Public +
> ULAKBIM-Ubuntu-20.04-focal 8/7/25 646 AM 617.97 MB Qcowz Public +*
» ULAKBIM-Ubuntu-24.04-noble 8/7/25 6:46 AM 587.12 MB Qcowz Public T
Displaying 3 items
X CAMCEL <« BACK MEXT = & LAUNCH INSTANCE

Load balancer sanal makinemiz i¢cin 4 CPU 8 RAM yeterli olacaktir. fkm.c4m8.d20 secerek
kuruluma devam edelim.



Launch Instance X

Flavors manage the sizing for the compute, memory and storage capacity of the instance. 0
Details
Allocated
Source Total Root Ephemeral
Name VCPUS RAM Public
Disk Disk Disk
Flavor
fkm.c4m8.d2
» 4 8 GB 20 GB 20 GB 0 GE Yes Ao
0
Networks ~
v Available
MNetwork Ports Select one
a  cd4m8 x
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public

Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

x CAMCEL « BACK NEXT = & | AUNCH INSTANCE

Olusturmus oldugumuz dcO1-private-net'i burada secerek buradan ip almasini ve
yonlendiriimesini saglayalim.



Launch Instance X

Metworks provide the communication channels for instances in the cloud. o
Details
W .
Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status
Flavor =1 > dc01-private-net private-subnet Mo Up Active +
MNetworks .
v
_ Available Select at least one network
Network Ports a  Click here for filters or full text search. X
Security Groups Network Subnets Associated Shared Admin State Status
> ext_net subnet_ext Yes Up Active +
Key Pair
» rkeZ-private-net rke2-private-subnet Mo Up Active +

Configuration
Server Groups
Scheduler Hints

Metadata

» CAMCEL €« BACK MNEXT = O | AUNCH INSTANCE

Burada 6nceden olusturulmus olan ip'ler Gzerinden gidebiliriz fakat biz DHCP Enable yaptigimiz
icin Allocated kismini bos birakarak devam edelim.




Launch Instance X

Ports provide extra communication channels to your instances. You can select ports instead of networks 0

Details or a mix of both.
W .
Source Allocated Select ports from those listed below.
Displaying 1 item
Flavor
Name P Admin State Status
MNetworks
> dc01-bastion-lb-ip 10.20.0.14 on subnet private-subnet Up Down L
Network Ports Displaying 1 item
Security Groups ~ Available

Select one or more ports
Key Pair a  Click here for filters or full text search. %

Displaying 6 items
Configuration playing

Name 1P Admin State Status
Server Groups
» dc01-worker-1-ip 10.20.0.15 on subnet private-subnet Up Down T~
Scheduler Hints » de01-worker-3-ip 10.20.0.17 on subnet private-subnet Up Down ™
Metadata » dec01-master-2-ip 10.20.0.12 on subnet private-subnet Up Down o~
> dcO1-master-1-ip 10.20.0.11 on subnet private-subnet Up Down +
» dc01-master-3-ip 10.20.0.13 on subnet private-subnet Up Down +
» de01-worker-2-ip 10.20.0.16 on subnet private-subnet Up Dawn T~

Displaying 6 items

» CAMCEL €« BACK NEXT = O | AUNCH INSTAMCE

Load balancer hem dis taraftan erisecegimiz ve kubernetes cluster'imiz arasindaki iletisime
sahip olacag! i¢cin hem dc01-sec hem de dc01-internal-sec security group'larini atayalim.




Launch Instance X

Select the security groups to launch the instance in. 0

Details

v Allocated
Source Displaying 2 items

Name Description

Flavor

> dcOl-internal-sec &
Metworks

> dc01-sec 4

Natwork Ports Displaying 2 items

Security Gi 5 .
v Available Select one or more

Key Pair

a  Click here for filters or full text search. x

Configuration Displaying 3 items
Name Description

Server Groups

> rkeZ-sec L
Scheduler Hints

> default Default security group Es
Metadata * rke2-internal-sec T

Displaying 3 items

» CAMCEL <« BACK NEXT = © LAUNCH INSTANCE

Burada ise eger cluster'de kullanmak Uzere kendi lokal bilgisayarimizdan olusturdugumuz bir
key-pair varsa onu segerek devam edelim. Eger yoksa kisa bir gekilde olusturmak icin. Bir
terminal agip su komutlari yaziniz:

ssh—-keygen -t rsa -b 2048

~/.ssh/id_rsa.pub

Komutun ¢iktisini Import Key Pair tarafini segerek key type SSH Key olacak sekilde public key
kismina terminal ¢iktimizda olan public key'i yapistirarak olusturabilirsiniz.



Launch Instance X

A key pair allows you to SSH into your newly created instance. You may select an existing key pair, import 0

Details ) .
a key pair, or generate a new key pair.
Source + CREATE KEY PAIR * IMPORT KEY PAIR
Allocated
Flavor
Displaying 1 item
Networks Name Type Fingerprint

> alperen-macbook ssh da:c4:31:8d:44:a6:c7:c3:1e:c3:92:0f:ad:41:2¢c:5e w
MNetwork Ports

Displaying 1 item

Security Groups

v Available Select one

a  Click here for filters or full text search. x
Configuration
Displaying 1 item

Server Groups Name Type Fingerprint

Scheduler Hints > bastion-ssh ssh 5c:08:28:79:a7.09:aa:fc:24:92:c2:9e.ee:45:5a:a6 ™

Displaying 1 item
Metadata

% CANCEL € BACK NEXT = & [ AUNCH INSTANCE

Launch Instance diyerek load balancer sanal makinemizi olusturalim. Ardindan sanal
makinelerin oldugu menuden load balancer sanal makinemizin yanindaki actions kismindan
Associate Floating IP verelim.



Allocate Floating IP

-

FPool

EXT_NET - Description:

besertion Allocate a floating IP from a given floating IP pool.
dc01-rke2-access PI‘OJeCT Quotas

DMS Domain Floating IP

DNE Mame

CANCEL ALLOCATE IP

Kubernetes Cluster Node'lerinin Olusturulmasi

Cluster'in yUksek erisilebilirligini (High Availability) saglamak amaciyla, node'larimizi OpenStack
uzerindeki farkh Availability Zone'lara (AZ) dagitarak olusturuyoruz. Bu sayede bir bolgede (AZ)
olusabilecek donanim veya enerji kesintisinden tum cluster'in etkilenmesini engelliyoruz.

Master (Control Plane) Node'lar: Toplam 3 adet master node; her biri sirasiyla AZ1, AZ2
ve AZ3 bolgelerinde yaratilacak. Bu yapi, etcd veri tutarlihgi ve yonetim katmaninin
kesintisizligi igin Kritiktir.

Worker Node'lar: Toplam 3 adet worker node; is yuklerinin dengeli dagiimasi igin yine
sirasiyla AZ1, AZ2 ve AZ3 bolgelerine dagitilacak.

Asagida belirtilen tum adimlar her bir node igin tekrarlanacaktir.

Sanal Makine Adi Rol Availability Zone
dc01-master-1 Control Plane / etcd AZ1
dc01-master-2 Control Plane / etcd AZ2
dc01-master-3 Control Plane / etcd AZ3
dc01-worker-1 Worker AZ1



Sanal Makine Adi Rol Availability Zone

dc01-worker-2 Worker AZ2
dc01-worker-3 Worker AZ3
Launch Instance X
Please provide the initial hostname for the instance, the availability zone where it will be deployed, and 0
Lol the instance count. Increase the Count to create multiple instances with the same settings.
w Project Mame Total Instances
Source

. (30 Max)
alperen_egitim

*
Flavor .
Instance Name 30%

Metworks dc01-master-1

B & Current Usage
B Added

21 Remaining

Description
MNetwork Ports

Security Groups
y P Availability Zone

. AZ1 -
Key Pair
Count -
Configuration ]

Server Groups
Scheduler Hints

Metadata

® CAMCEL € BACK NEXT = & | AUNCH INSTANCE

Sanal makine imajimiz igin de Ubuntu 22.04 Gzerinden segerek devam edebiliriz.



Launch Instance

Details

Flavor ~
Networks
Metwork Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

» CAMCEL

Instance source is the template used to create an instance. You can use an image, a snapshot of an

X
@

instance (image snapshot), a volume or a volume snapshot (if enabled). You can also choose to use

persistent storage by creating a new volume.

Select Boot Source

Image

Allocated

Displaying 1 item

Name
> ULAKBIM-Ubuntu-22.04-ammy

Displaying 1 item

v Available

o ubuntu
Displaying 3 items

Name
> ULAKBIM-Ubuntu-18.04-bionic
> ULAKBIM-Ubuntu-20.04-focal
> ULAKBIM-Ubuntu-24.04-noble

Displaying 3 items

- YES NO
Updated Size
B/7/25 6:46 AM 645.93 MB
Updated Size
8/7/25 6:45 AM  386.88 MB
8/7/25 6:46 AM 617.97 MB
8/7/25 6:46 AM 587.12 MB
<« BACK

Create New Vaolume

Format

Qcowz

Format

acowz

acowz

acowz

Visibility
Public +
Select one
4t

Visibility

Public o
Public T
Public s

NEXT = & | AUNCH INSTANCE

Cluster Node'larinin RKE2'nin sistem gereksinimleri seviyesinde vermekte yeterli olabilir. Flavor
olarak 8 CPU 8 RAM 100GB Root Disk olarak segerek ilerlememizdeki sebepler sunlardir:

etcd Kararlihgi: RKE2'nin kalbi olan etcd veri tabaninin gecikme yasamadan (latency)
calismasi igin ylksek islemci glcu sart; 8 VCPU secerek yonetim katmaninda olusabilecek
darbogazlarin dnune gegiyoruz.

Servislerin Siirekliligi: 8 GB RAM tercihiyle, hem igletim sisteminin hem de RKE2
bilesenlerinin (API Server, Kubelet vb.) ayni anda kararli galismasini sagliyor, bellek
yetersizligi kaynakli gokmeleri engelliyoruz.



Disk Guvenligi: 100 GB root disk alani ile container loglari ve imajlari igin genis bir yer
ayiriyoruz; bdylece disk dolmasi sebebiyle node'un servis disi kalmasini (Node Pressure)
engelliyoruz.

Olgeklenebilir Yapi: Bu donanim seviyesiyle, cluster lizerine eklenecek olan izleme
araclari (Prometheus, Grafana vb.) ve diger sistem servisleri igin gerekli kaynak rezervini en
bastan hazir tutuyoruz.



Launch Instance X

Flavors manage the sizing for the compute, memory and storage capacity of the instance. 0
Details
Allocated
Source Total Root Ephemeral
Name VCPUS RAM Public
Disk Disk Disk
Flavor
fkm.c8ms.d10
> 8 GB 100 GB 100 GB 0GB Yes A+
0
MNetworks '
v Available
Metwork Ports SEIECT one
a  d100 *
Security Groups
Total Root Ephemeral )
Name VCPUS RAM Public
Disk Disk Disk
Key Pair
fkm.c1em16.d1
> 16 16 GB 100 GB 100 GB 0GB Yes -
Configuration 0o
fkm.c4m16.d10
Server Groups " 4 16GB 100 GB 100 GB 0GB Yes S
hedul . fkm.c8m16.d10
Scheduler Hints > 8 16 GB 100 GB 100 GB 0GB Yes +
0
Metadata fkm.c16m32.d1
> 16 32 GB 100 GB 100 GB 0GB Yes T
0o
fkm.c8m32.d10
> 8 32 GB 100 GB 100 GB 0GB Yes L
0
fkm.c32m32.d1
> 32 32 GB 100 GB 100 GB 0GB Yes L
0o
fkm.c32me4.d1
> a2 64 GB 100 GB 100 GB 0GB Yes -
0o
fkm.c16mé64.d1
¥ 16 64 GB 100 GB 100 GB 0GB Yes ~
0o
fkm.c32m128.d 128
> 32 100 GB 100 GB 0GB Yes T
100 GE

% CANCEL € BACK NEXT = O LAUNCH INSTANCE

Clusterimiz igin olusturdugumuz network'l sanal makinelerimize verelim. dc01-private-net



Launch Instance X

Metworks provide the communication channels for instances in the cloud. 0
Details
hd .
Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status
Flavor | » dc01-private-net private-subnet No Up Active +
Metworks .
~
_ Available Select at least one network
Metwork Ports e, Click here for filters or full text search. x
Security Groups Network Subnets Associated Shared Admin State Status
> ext_net subnet_ext Yes Up Active +
Key Pair
> rkeZ-private-net rke2-private-subnet Mo Up Active +

Configuration

Server Groups

Scheduler Hints

Metadata

® CAMCEL € BACK NEXT = & LAUNCH INSTANCE

Node'larimizin kendi aralarinda guvenli bir sekilde konusabilmesi igin dc01-internal-sec 'i
tanimhyoruz. Bu grup, cluster icindeki servislerin birbirine erigimini garanti altina aliyor.



Launch Instance X

Select the security groups to launch the instance in. 0
Details

v Allocated
Source Displaying 1 item

Name Description
Flavor
> decO1-internal-sec +

Networks

Displaying 1 item

Metwork Ports

v Available Select one or more

Security Groups

a  Click here for filters or full text search. b

Key Pair Displaying 4 items
Name Description

Configuration P

» dcDl-sec o
Server Groups

> rkeZ-sec L
Scheduler Hints

> default Default security group L)
Metadata * rkeZ-internal-sec +

Displaying 4 items

» CAMCEL <« BACK NEXT = & LAUNCH INSTANCE

LoadBalancer VM'imizden yine ssh key pair olusturarak bu VM'imiz Uzerinden master ve
worker'lara erigmesini saglamamiz gerekmektedir. Kubernetes node'larimizi bizzat digari
agmayarak guvenligini saglamak amaciyla bu adim énemlidir.



Import Key Pair X

Key Pairs are how you login to your instance after it is launched. Choose a key pair name you will recognize and paste

your S8H public key into the space provided.
-

Key Pair Name

dc01-bastion-ssh

Key Type ’

SSH Key v

Load Public Key from a file

Choose File | Mo file chosen

Public Key ’ (Maodified) Content size: 401 bytes of 16.00 KB

ssh-rsa

Ib

¥ CANCEL T IMPORT KEY PAIR

Ardindan bu ssh key pairimizi sanal makinemize ekleyerek devam edebiliriz.



Launch Instance X

A key pair allows you to SSH into your newly created instance. You may select an existing key pair, import 0

Details ) )
a key pair, or generate a new key pair.
Source + CREATE KEY PAIR * IMPORT KEY PAIR
Allocated
Flavor
Displaying 1 item
MNetwaorks Name Type Fingerprint

» dc01-bastion-ssh ssh 23:44:18:35:d6:46:88:46:2a:84:42:ef:1f:59:b6:54 +
MNetwork Ports

Displaying 1 item
Security Groups

v Available Select one

o Click here for filters or full text search. s
Configuration
Displaying 2 items

Server Groups

Name Type Fingerprint
Scheduler Hints » alperen-macbook ssh da:c4:31:8d:44:a6:c7:¢3:1ec3:92:0fad:41:2¢:5e T
» bastion-ssh ssh 5c:08:a8:79:a7:09:aa:fc:24:92:c2:9e:ee:45:5a:a6 L

Metadata

Displaying 2 items

* CANCEL € BACK NEXT = & [ AUNCH INSTANCE

Yukaridaki butin asamalari tamamladiktan sonra Kubernetes Clusterimizi kurabilmek adina
OpenStack altyapisinin batin komponentleriyle birlikte kurmus olduk. Buradan sonraki kisimda
LoadBalancer tarafinda Haproxy kurulumu ve Node'larimiz Gzerine RKE2 HA kurulumunu
gerceklestirecegiz.



